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1. Purpose

Multi-Factor Authentication (MFA) adds a layer of protection to the sign-in process. When
accessing accounts or apps, users provide additional identity verification, such as scanning a
fingerprint or entering a code received by phone.

2. Set up your M365 sign-in for Multi-Factor
Authentication (MFA)

2.1. Install Microsoft Authenticator on your Company Official Device through the QR code
below, but do not add your account details to the app yet.

Google Play

Get the app

QR Code can also be found below:
https://www.microsoft.com/en-us/security/mobile-authenticator-app
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2.2. If youwould like to register for MFA before 1st March 2022, please scan the QR code

below. Once you have received an email verifying your successful registration, please
proceed to Step 2.3

QR Code can also be found below:
https://forms.office.com/r/58t7iWUcZF

If you are reading this guide after 1st March 2022, please proceed to Step 2.3

2.3. Openwww.office.com from your desktop or laptop browser and sign in to your
company account.

B® Microsoft

& rachel. msm@ytl.com

Enter password

Password

Forgotten my password
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2.4. Once you have installed Microsoft Authenticator on your Company Official Device
(refer Step 2.1), click “Next".

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.
Method 1 of 3: App

o : ;

App Phone App password

Microsoft Authenticator

6 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

Once you've installed the Microsoft Authenticator app on your device, choose “Next".

Next

2.5. Inthe Microsoft Authenticator app, click "Add account” and select “Work or school
account”. Click “Next” in your browser window.

UMobile Stay Sefell o ® 29 U Mobile Stay Safel i & s @7y 09:30
Authenticator H ¢ Add account
r What kind of account are you adding?
* % ~
=. Personal account @
"
IE. Work or school account C
R Other account (Google, Facebook,
etc) B
Let's add your first account!
rther assistance, see the Help
section in the menu
Add account
1ICKU
I y ac
Begin re Ty
i Vi) i ®
Authenticator a ) dd J
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Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Method 1 of 3: App

o z ;

App Phone App password

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select “Work or school”.

2.6. When prompted, scan the QR code through Microsoft Authenticator to connect the app.

Method 1 of 3: App

(/] 2 3

App Phone App password

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app to your account.

Once you've scanned the QR code, choose “Next”.

T an
Can’t scan image?
Back Next

U Mobile Stay Safe@® il & s @1 09:31 U Mobile Stay Safe@@ . % & (41 09:31

Authenticator (¢

YTL
>

ailee i “@ytl.com

Add work or school account

gg Scan a QR code

@ Signin

CANCEL
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2.7.  Youwill receive a notification in Microsoft Authenticator, approve it to complete
app registration.

Method 1 of 3: App

o z ;

App Phone App password

Microsoft Authenticator

Let's try it out

v

Approve the notification we're sending to your app.

6 Approve sign-in?

YT
ailee. w @ytl.com

DENY APPROVE

Method 1 of 3: App

o : 5

App Phone App password

Microsoft Authenticator

Notification approved

v
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2.8. Enter your phone number and click “Next" to receive a verification code.

Your organisation requires you to set up the following methods of proving who you are.

Method 2 of 3: Phone

o 3

App Phone App password

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone.

What phone number would you like to use?

lMaIaysia (+60) v| Enter phone number

@ Text me a code

O Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

| want to set up a different method

2.9. Enterthe 6-digit code sent to you and receive confirmation of phone registration.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Method 2 of 3: Phone

(/) 3

App Phone App password
Phone
We just sent a 6-digit code to +60 . Enter the code below.
Enter code

Resend code

| want to set up a different method
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Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Method 2 of 3: Phone

o 3

App Phone App password

Phone

° SMS verified. Your phone was registered successfully.

2.10. Create aname for your app password (minimum 8 characters, e.g. “YTL Construction”).
If you have more than one company email address, this will make it easy to know which
app password to use.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Method 3 of 3: App password

App Phone App password

App password

Start by creating a name for your app password. This will help differentiate it from others.

What name would you like to use? Minimum length is 8
characters.

Enter app password name
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2.11. You will be provided with your app password which must be saved for future use. If you
utilise desktop (not browser) apps such as Outlook or Teams, you may be periodically
prompted for this password. Insert this password instead of your normal one.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Method 3 of 3: App password

App Phone App password

App password

App password was successfully created. Copy the password to clipboard and paste into your app. Then
return here and choose ‘Done’

Name:
Rachel

Password:
mssy ]

MNote: Keep this password in a safe place. It will not be shown again.

= -

2.12. Receive confirmation of full MFA reqgistration (app + phone + app password) and select
“Done”.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Method 3 of 3: Done

App Phone App password

Success!

Well done. You have successfully set up your security info. Choose “Done” to continue signing in.

Default sign-in method:
% Phone
+60
EI App password
Rachel

A
Microsoft Authenticator
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2.13. When signing in to your account, launch Microsoft Authenticator and click “Approve”
inthe app.

After you complete the verification, you will be signed into your M365 account safely.

B® Microsoft

rachel.mn@ytl.com

Approve sign-in request

~

© Open your Microsoft Authenticator app and
approve the request to sign in.

D Don't ask again for 60 days

More information

Cancel

3. ContactIT

Need more help to enable multi-factor authentication?

Please contact IT for assistance.
https://helpdesk.ytl.com

itsupport@ytl.com
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